NICK INFORMATIONSTECHNIK GMBH

ZeroPortal — Quickstart

From an empty Windows Server to a running portal

As of September 2026 (Server 1.0.30)



This guide walks you through installing a single ZeroPortal server in about 30 minutes: database, portal,
configuration wizard, and first login in the browser. Each step is illustrated with a screenshot. Everything
else is covered in two other documents: the Quick Admin Guide connects the first workstation and
deploys the first applications, the Administration Handbook covers background, permissions, operations,
and high availability.

1. Prerequisites

What Requirement

Server Windows Server (64-bit), local administrator rights. Must be a domain member to log in with a
Windows account; without a domain, see the box in wizard step 3

Database MariaDB 11.8 or 12.3, both Long-Term Support (LTS) series. Installer from mariadb.org (Windows,
x64)

Portal ZeroPortal-<Version>.msi from https://zeroportal.de/download

NET Nothing to install. The portal package includes the runtime

Administrators = An AD group whose members manage the portal, e.g. Company\ZeroAdmins

Network An HTTPS port for the portal, default 8080. The wizard opens the Windows Firewall

The order is fixed: MariaDB first, then the portal MSI, then the wizard. Setup checks for an installed
MariaDB and warns if it is missing or older than 11.8.

2. Install MariaDB

Start the installer and click Next on the welcome page.
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“H MariaDB 11.8 (x64) Setup = X

Welcome to the MariaDB 11.8 (x64) Setup
Wizard

The Setup Wizard will install MariaDB 11.8 (x64) on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

MariaDB

Accept the licence (GPL v2).

“H MariaDB 11.8 (x64) Setup = X
End-User License Agreement MOI’]O D B _f'.j'
Please read the following license agreement carefully Server i - j/‘
GNU GENERAL PUBLIC LICENSE I

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc., 51 Franklin
Street, Fifth Floor, Boston, MA 02110-1335 USA Everyone is permitted to
copy and distribute verbatim copies of this license document, but changing

it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom
tn chare and rhanne it Rv rnntrast the (GNL] (General Puhlie | irenses ic

| HI accept the terms in the License Agreement

Print Back Next Cancel

Leave the feature selection and installation folder at their defaults. ZeroPortal will later look for the
configuration file my.ini only in the data folder next to bin, exactly where the installer puts it.
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“H MariaDB 11.8 (x64) Setup = X

—

Custom Setup MariaDB Y i

Select the way you want features to be installed. Server 5= M

Click the icons in the tree below to change the way features will be installed.

Install server

=-| Database instance
=3~ Client Programs

- 23| Backup utilities
QI Development components

=] =-| Third party tools This feature requires 182MB on your
i2a+] HeidisQL hard drive. It has 3 of 3 subfeatures

selected. The subfeatures require
98MB on your hard drive.

Location: C:\Program Files\MariaDB 11.8\ Browse

Reset Disk Usage Back Next Cancel

Set a password for root and write it down. The wizard needs it once to create the database and the user.

Leave Enable access from remote machines off; keep the data directory at its default.

"M User settings = X
Default instance properties MariaDB i
MariaDB 11.8 (x64) database configuration Server i % M

B Modify password for database user 'root’ L make a note ]

New root password: | esssece Enter new root password

Confirm: |.uuu| Retype the password

D Enable access from remote machines for 'root'
user

[_] Enable the Feedback plugin and submit anonymous usage information
Collected statistics can be viewed at https://mariadb.org/feedback-plugin

Data directory C:\Program Files\MariaDB 11.8\data\, Browse...

Back Next Cancel

Install as a service (name MariabB), leave network access on port 3306 enabled. The default InnoDB

settings are fine to get started.
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“H Database settings -

=y

Default instance properties MariaDB T
MariaDB 11.8 (x64) database configuration Server i 2'/‘

B 1nstall as service

Service Name: MariaDB

B Enable networking

TCP port: |3306

Innodb engine settings
Buffer pool size: 511 MB
Page size: 16 -~ KB

Back Next Cancel

Confirm the summary with Install and close the wizard with Finish. The service is then running.

“H MariaDB 11.8 (x64) Setup = X

Completed the MariaDB 11.8 (x64) Setup
Wizard

Click the Finish button to exit the Setup Wizard.

MariaDB

Back Cancel

3. Install ZeroPortal

Download the MSI from https://zeroportal.de/download and run it. The welcome page notes that a .NET
runtime is no longer required.
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“H NickIT ZeroPortal Setup = X

I Welcome to the NickIT ZeroPortal Setup

I \Wizard

The Setup Wizard will install NickiT ZeroPortal on your computer.

ZeroPortal ships with its own .NET runtime and no longer requires

an installed .NET runtime. If the ASP.NET Core runtime was

installed only for ZeroPortal, it can be removed. Click Next to
“ continue or Cancel to exit the Setup Wizard.

Back Mext Cancel

Read and accept the licence agreement.

" NicklT ZeroPortal Setup - X
End-User License Agreement
Please read the following license agreement carefully l 4

END USER LICENSE AGREEMENT (EULA) - ZeroPortal

Nick Informationstechnik GmbH - Version 2.2 (August 2026) I
(English version first, German version below. In case of discrepancies the German
version prevails. / Englische Fassung zuerst, deutsche Fassung darunter. Bei
Abweichungen gilt die deutsche Fassung.)

ENGLISH

1. Subject, Definitions, Eligible Licensees

1.1 "Software" means the ZeroPortal server application, the ZeroPortal Agent
(client), the ZeroPortal PowerShell modules and all associated components and
documentation of Nick Informationstechnik GmbH ("Licensor").

1.2 The Software consists of modules: (a) the App-V publishing module ("Free

Madila™ and (kY all athar flirrant and fiitlirea madilae and fiinctinne in narticnlar

[ accept the terms in the License Agreement

Print Back Mext Cancel

On the final page, leave Launch ZeroPortal Configuration now selected. The wizard runs as an
administrator because it writes to C:\Program Files\ZeroPortal, sets up the service, opens the firewall, and
imports the certificate.
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"H NickIT ZeroPortal Setup -

Installation Complete m
NickIT ZeroPortal has been successfully installed. l 4

H Launch ZeroPortal Configuration now (runs as Administrator)

Later you can start the wizard again from C:\Program Files\ZeroPortal\ZeroPortalConfigTool.ps1 (as
administrator), for example after a portal update or to make a change.

4. The configuration wizard

The welcome page checks the prerequisites. Database and .NET runtime must show OK.
appsettings.json being missing and the service being stopped is normal on a first install; the wizard
handles both. Click Start Configuration to begin.
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E¥ ZeroPortal Configuration Wizard — X

ZeroPortal Configuration Wizard

This wizard guides you through the initial setup of ZeroPortal. A backup of appsettings.json is created automatically before any changes are
made. All settings are saved only when you click Finish on the last step.

Installation Directory

C\Program Files\ZeroPortal Browse... | | Recheck

appsettings.json and ZDBInstallUpdate.exe are expected in this directory.

System Requirements

OK Database MariaDB 11.8 (x64) v11.8.9 (>= 11.8.0 required)

OK .NET runtime Included with ZeroPortal - no installed .NET runtime required
X appsettings.json Not found at default path - complete this wizard

OK Service 'ZeroPortal' Stopped - complete this wizard to start the service

Windows Service

O Stopped

Start Configuration >>

Step 1: Certificate

The portal speaks HTTPS only. Either import an existing PFX file or generate a self-signed certificate. For a
quickstart, the self-signed certificate is enough: the subject is the server name, choose any PFX password
(it is stored encrypted, you won't need it again). Import to Trusted Root makes the certificate trusted on the
server; Copy .crt file to Desktop gives you the file you distribute to clients (Quick Admin Guide, chapter 3).
Select Generate Certificate.
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E¥ ZeroPortal Configuration Wizard — X

Step1/5 - Certificate

Step 1 - Certificate

Current certificate status

<< Hide Use existing certificate (.pfx)

Certificate (.pfx):
PFX Password:

<< Hide Generate new self-signed certificate

Subject (CN): SEQ24H2-01

Output folder: C\Program Files\ZeroPortal\Certs

PFX Password: ——
L Quickstart Self-Signed ]

Import to Trusted Root (server)
Copy .crt file to Desktop

l Generate Certificate |

12:41:46 New appsettings.json created at: C:\Program Files\ZeroPortal\appsettings.json
12:41:46 appsettings.json loaded.

Abort Next >>

The status line then shows validity and subject. Continue with Next.
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E¥ ZeroPortal Configuration Wizard — X

Step1/5 - Certificate

Step 1 - Certificate

Current certificate status
Valid until 2027-09-09 - Subject: CN=SEQ24H2-01

>> Use existing certificate (.pfx)

>> Generate new self-signed certificate

d | B b U c .
CRT saved: C:\Program Files\ZeroPortal\Certs\SEQ24H2-01.crt
pied to Desktop: C:\Users\Administrator\Desktop\SEQ24H2-@1.crt

ate imported to Trusted Root.
Self-signed certificate created: C:\Program Files\ZeroPortal\Certs\SEQ24H2-01.pfx

Abort Next >>

For production use later, import a certificate from your own PKI that all clients trust.

Step 2: Basic configuration

* Endpoint: the URL the portal is reachable under. On a domain, use the full name, e.g.
https://zeroportal.firma.local:8080. The port is free to choose. Open Windows Firewall for inbound
traffic stays checked.

* Database Connection: server localhost, port 3306. The password belongs to the application user
zeroportal_dbuser, which the wizard creates — a new, freely chosen password, not the root password.
The replication password is required; it is only needed for a cluster and must then be the same on
every node.

* MariaDB: the wizard detects the program and data paths itself.
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EX ZeroPortal Configuration Wizard - X

Step2 /5 - Base Configuration

LI II-IPUII n
Protocol: https h

URL: https://SEQ24H2-01:8080

Open Windows Firewall for inbound traffic

Database Connection

Server: localhost port: | 3306

DB User: zeroportal_dbuser Password: |||passw0rd @ H‘ (@pp user - not the root; e.g. zeroportal_dbuser)
Database Name: ZeroPortalDB Min Ver: | 1180

Repl. Password: replpasswOrd @ |[* (user: zeroportal_repl - required; must be identical on all nodes)

MariaDB

Bin Path: C:\Pragram Files\MariaDB 11.8\bin Auto-detect | Auto-detected
Data Path: C:\Program Files\MariaDB 11.8\data |:|

| anaina

d Bo e |2 U .
CRT saved: C:\Program Files\ZeroPortal\Certs\SEQ24H2-01.crt
CRT copied to Desktop: C:\Users\Administrator\Desktop\SEQ24H2-@1.crt

Certificate imported to Trusted Root.
Self-signed certificate created: C:\Program Files\ZeroPortal\Certs\SEQ24H2-e1.pfx

Abort << Back Next >>

Further down, leave the log folder and log levels at their defaults (folder
C:\ProgramData\NickIT\zPServer\Logs) and run Test DB Connection. Do not continue until you see OK.

Logging
Log folder: C\windows\temp\ZeroPortall ogs\
Log level: Application: | Error ~ | ASP.NET Core: | Error ¥ | Entity Framework: | Error v

Test DB Connection TCP localhost:3306 OK

CRT copied to Desktop: C:\Users\Administrator.uran\Desktop\APPVe@5.uran.local.crt
Certificate imported to Trusted Root.

Self-signed certificate created: C:\Program Files\ZeroPortal\Certs\APPVv@5.uran.local.pfx
DB TCP connection OK: localhost:3386

Abort << Back Next >>

Step 3: Administrators

Enter the AD group of the full administrators in the form poMAIN\Group and check it with Test in AD.
Optionally add a second group with read-only access. Both groups always apply, even if every permission
is later removed inside the portal.
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EX ZeroPortal Configuration Wizard — X

Step3/5 - Admin Users

Step 3 - Admin Users

Configure Active Directory groups that have access to ZeroPortal. Use the format DOMAIN\GroupName.

Full Admins e e e e e e \
AD Group: uran\zeroadmins ‘__JI Admin permissions in the portal :
SRR |
“ Test in AD Group found in AD.
ReadOnly Admins
AD Group: uran\zeroreadonly

Test in AD Group found in AD. """--...___
! —_————

V@s.uran.lo

@5.uran. local.pfx

Abort << Back Next >>

Server without a domain. Local groups such as BUILTIN\Administrators do not work here; the
portal resolves groups through Active Directory. Leave both fields blank and set up the emergency
account after the wizard finishes: on a machine with the ZeroPortal PowerShell module, run New-
ZPRootPasswordHash, enter the password, and put the resulting hash into c:\Program
Files\ZeroPortal\appsettings.json:

"RootUser": { "UserName": "root", "PasswordHash": "ZPH1:..." }

Then restart the zeroPortal service and sign in at https://<server>:8080/Account/Login. Every sign-in
with this account is logged; set up internal accounts in the portal for day-to-day work.

Step 4: Create the database

This is where zDBInstallUpdate.exe runs: it creates the database, the application and replication users, and
imports the schema. Enter root and the password from the MariaDB installation once for this. These
credentials are not stored. Then click Create / Update Database.
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Step4 /5 - Database Install / Update

Step 4 - Database Install / Update first launched.

e mmm—m=——1
together with all other settings on Finish.

Database Root / Admin Account required

stored.

Root User: root *

Admin Password; sesssssese =

>> Create / Update Database

sel
DB TCP

: The database is created when the program is

Runs ZDBInstallUpdate.exe to create or upgrade the ZeroPortal database schema. Connection settings from Step 2 are used - they will be saved

The root or admin account is needed to create the database, application user and replication user. These credentials are used once and are never

Abort << Back

Next >>

The output window ends with Database migration completed successfully and Database is up to date. Only

then click Next.
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EX ZeroPortal Configuration Wizard — X

Step4/5 - Database Install / Update

Step 4 - Database Install / Update

Runs ZDBInstallUpdate.exe to create or upgrade the ZeroPortal database schema. Connection settings from Step 2 are used - they will be saved
together with all other settings on Finish.

>> Create / Update Database

Manage DB users (change passwords / repair missing users)...

Output:

Using admin user 'root’ for all database operations.
Detected raw server version: 11.8.9-MariaDB (MariaDB)
Parsed server version: 11.8.9

Database 'ZeroPortalDB' ensured.

Creating/updating app user ‘zeroportal dbuser’...

App user 'zeroportal dbuser® configured.
Creating/updating replication user 'zeroportal repl’...
Replication user 'zeroportal_repl’ configured.
MIGRATIONS_ APPLIED=0

MIGRATIONS PENDING=1

PENDING: 20260826182713 Baseline 1 @

NODE_ROLE=Primary

Starting database migration...

Database migration completed successfully.

LOCAL TABLES: no replicate ignore table configured - nothing to align.

Database is up to date.

Shortcut updated:

Shortcut updated: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\ZeroPortal.lnk
Firewall rule created for TCP 8e80.

zDBInstallupdate finished successfully.

Abort << Back Next >>

After a portal update, repeat this step with the same root credentials so schema changes get applied.

Step 5: Start the service

Save & Restart Service writes appsettings.json, registers the zeroPortal service, creates the firewall rule
for the portal port, and adds shortcuts to the desktop and Start menu. The status changes to Running.
Ignore SSL certificate errors for inter-node API calls only matters for clusters with self-signed certificates and
can stay checked. Open in Browser opens the portal, Close exits the wizard.

ZeroPortal - Quickstart Page 14 of 17



E¥ ZeroPortal Configuration Wizard — X

Step5/5 - Service Control

Step 5 - Service Control

ZeroPortal Windows Service

O Stopped

Start Stop Restart Refresh

Save Configuration

Ignore SSL certificate errors for inter-node API calls

Create ZeroPortal Shortcut (Desktop + Start Menu)

Save & Restart Service Open in Browser

The service status refreshes automatically every 5 seconds while this step is active.

Shortcut updated: C:\Users\Administrator\Desktop\ZeroPortal.lnk
Shortcut updated: C:\ProgramData\Microsoft\Windows\Start Menu\Programs\ZeroPortal.lnk

Firewall rule created for TCP 8080.
ZDBInstallupdate finished successfully.

Abort << Back Close

All settings now live in C:\Program Files\ZeroPortal\appsettings.json. Before every change the wizard
makes, it creates a backup of the file. If you edit the file by hand, restart the service afterwards.

5. Logging in through the browser

On the server itself, https://<server>:8080 opens the portal without a password prompt. From another
machine, the browser must be allowed to silently send the Windows account — the portal URL needs to be
in the Local Intranet zone.

For a first test on a single machine: open Internet Options, tab Security, zone Local Intranet, then Sites.
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& Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security seftings.

¢ W Vv

Internet Local intranet Trusted sites

Local intranet
Sites

This zone is for all websites that are
found on your intranet.

Add the portal URL via Advanced, close the dialogs, restart the browser. The setting applies to Edge,
Chrome, and Internet Explorer alike.

& Local intranet X

v You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

|https:ffapvaS.uran.locaﬂ Add
Websites:
https://appv05.uran.local Remove

I:] Require server verification (https:) for all sites in this zone

Close

A group policy can do this for every machine: User Configuration — Administrative Templates — Windows
Components — Internet Explorer — Internet Control Panel — Security Page — Site to Zone Assignment List,
portal URL with value 1.

If the portal is reached under the server's own name, there is nothing further to do for Kerberos. Only for a
separate name (alias) does an SPN belong on the computer account: setspn -S
HTTP/zeroportal.firma.local SERVERNAME$. A login prompt despite correct group membership almost
always means the intranet zone is missing.
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6. Check and continue

The portal shows the signed-in account and the authentication method in the header. If a member of the
administrator group is signed in, every menu item is visible.

< C © Notsecure appv01.uran.local B %) = - Wfc

> ZeroPortal
@ AppV v Alle App-V Pakete | 10
O Paket A Version Status Letzte Ander... Aktionen
D Wb Spalte filtern ... Spalte filtern ...
® Berichte —
@] 7Zip_x64_23.01 0.0.0.7 @ Nicht veréffentlicht 01.09.26, 08:43 [ ] X2 O -
. O 7Zip_x64_24.09 0.0.0.11 Versffentlicht 01.09.26,16:34 "L O a
B Richtlinien <
# Globale Konfiguration < )  AdobeAcrobatReade 0.0.0.27 B Nicht veroffentlicht 25.03.26, 09:22 ¥ L2 O a
_‘, Downloads
)  BoltBaitPack43 0.0.0.1 B Nicht veroffentlicht 04.09.26, 11:08 " L O a
(0  Chrome_x64_145.0.7 0.0.0.141 B Nicht veréffentlicht 25.03.26, 08:32 "X O a
[J  mRemoteNG_x86_1. 0.0.0.1 Veroffentlicht 01.09.26, 07:28 T X 0 a
O  PaintDotNet_x64_5.0 0.0.0.1 Verdffentlicht 01.09.26, 16:34 " Lr O a

The server is now set up. Next steps:
1. Create a package share and register it as a repository in the portal (Administration Handbook,
chapters 3 and 4).
2. Connect the first client and deploy applications (Quick Admin Guide).
3. Grant permissions to further administrators and packagers (Administration Handbook, chapter 5).

4. Add a second node for high availability, if you want one (Administration Handbook, chapter 11).

Where things live:

What Where

Program and C:\Program Files\ZeroPortal, containing appsettings.json and
configuration ZeroPortalConfigTool.psl

Certificates C:\Program Files\ZeroPortal\Certs

Logs C:\ProgrambData\NickIT\ZPServer\Logs

Database service MariaDB, database ZeroPortalDB, users zeroportal_dbuser and

zeroportal repl
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