NICK INFORMATIONSTECHNIK GMBH

ZeroPortal — Quick Admin Guide

From an installed server to a finished workstation

As of September 2026 (Server 1.0.30, Agent 1.0.36)



This guide shows, step by step and with screenshots, how to connect the first workstation after installing
the server and assign it applications and policies. It follows the exact order setup happens in practice.
Background, variations, and operations are covered in the Administration Handbook; the chapter it maps
to is named at the end of each section.

The examples use the sample domain uran.local with the portal servers appve3 and appve4 (port 8080),
the package share \\appvel\appvshare$, and the client wse4.
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1. Prerequisites

Before you start, you should have:

* An installed, reachable portal (handbook chapters 3 and 4). In the example, a cluster of appve3 and
appv@4; a single server works just as well.

¢ A package share with App-V packages and a folder for MSIX packages, readable by the portal servers
and by the clients' computer accounts.

* The agent's ADMX template in your domain's central policy store (PolicyDefinitions). It is installed
with the agent and then sits under C:\Program Files\NickIT\ZeroPortalAgent\admx (handbook chapter

7).

* An organizational unit for the clients that are to use ZeroPortal, and an AD group for the users who
receive packages. In the example, the OU Test-zeroagent with the computer wse4, and the group

ZeroPortalTest_MSIXUser.

_ Active Directory Users and Computers - O X
File Action View Help
o= 25 {8 XEd=2 HE 8R8ETER
_ Builtin Name Type
~ Computers 1A WS04 | Computer
2| Domain Controllers

_| ForeignSecurityPrincipals
| Managed Service Accounts
v 2] uran
5 Security Groups
31 Servers

| 3 Test-Zeroagent |

» =2 Users

2| Workstations
» |4 zerotestuser
| Users

2. Group policy for the clients

Everything the agent needs to know before its first contact with the server comes by group policy: which

servers it talks to, and which areas it syncs.

1. Create a group policy object and link it to the client OU.
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"2 Group Policy Management

'3 File Action View Window Help
&= 2E X6 HFE

v |2 uran

=/ Firewall

@i/ PowerShellRebutingByf

> &l Security Groups
> |3 Servers
> |3 Service Accounts

> 2| Workstations
> 2 zerotestuser
|-t Group Policy Objects

~ || zeroportal

Scope  Details Settings Delegation
Links

Display links in this location: \

The following sites, domains, and OUs a

Location

[2] Test-Zeroagent

2. Open Computer Configuration — Administrative Templates — NickIT — ZeroPortal Agent and turn on
the four settings Enable App-V sync, Enable MSIX sync, Enable policy sync, and Publishing servers. After
installation, all three sync areas are off; without these settings, the agent does nothing.

=/ Group Policy Management Editor

File Action

" I

View Help
= HE T

+v&3
>
>
>

v

_ Network
_| NickIT

Administrative Templates: Polic ~
| Control Panel
~ FSLogix

| v | ZeroPortal Agent

| Authentication

| Diagnostics

| HA failover settings
= Privacy

[ synchronization

"1 Drimtare

Setting State
| Authentication

| Diagnostics

___I HA failover settings

| Privacy

= Synchronization

\iz| Enable App-V sync Enabled
|| Enable MSIX sync Enabled
\iz| Enable policy sync Enabled
\i| Publishing servers Enabled
Extended)\Standard/

3. Under Publishing servers, enter the portal servers, one URL per line and in priority order. The agent uses
the first reachable server and switches to the next one automatically on failure (handbook chapter 11).
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Ei Publishing servers hevicws Seting

() Not Cenfigured Comment:

(®) Enabled
() Disabled

Supported on: At least Windows Server 2008 R2 or Windows 7
Options: Help:

Defines the ZeroPortal publishing s
this policy is configured, it REPLACE
list (Add-ZPAgentPublishingServer)

installations. Enter one server URL ¢

is the priority (the first entry has the

Publishing servers (in pricrity order - one URL or
"Name|URL" per row):

Show Contents O X

Publishing servers (in priority order - one URL or "NamelURL" per row):

| Value

I https://appv03.uran.local:8080/
https://appv04.uran.local:8080/

The policy applies at the client's next group policy run, or right away with gpupdate /force. Further
template settings (failover, timing, diagnostics) are described in handbook chapter 7.

3. Prepare the client

The client needs three things before the agent can be installed.

Intranet zone. For the browser and the agent to sign in to the portal via Kerberos without a login window,
the portal's domain must be in the Local Intranet zone. In the example this is done by hand through
Internet Options; in production, roll out the zone mapping by group policy (handbook chapter 3, SSO
section).
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Q interneq Options

& @ Apps Documents Web S¢

Best match

I e Internet Options
=] Control panel

&® Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change-securibesaltings.

¢ [m| v

Internet Local intranet Trusted sites

Local intranet

This zone is for all websites that are Sites

found on vonr intranet

& Local intranet X

o You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:

* uran.local Remove

Server certificate. The client must trust the portal servers' certificate. With a certificate from your
company's CA, it already does. In a test setup with self-signed certificates, import the server certificates
into the local computer's Trusted Root Certification Authorities store, because the agent service runs as
System.
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X

£ Certificate Import Wizard

Recycle Bin

Welcome to the Certificate Import Wizard

APPVOA.uran.downl... This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
' connections. A certificate store is the system area where certificates are kept.

%

Store Location

() Current User
© Local Machine

APPV03.uran.downl...

To continue, dick Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

| © Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...
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General Details Certification Path

5_?‘ Certificate Information

This certificate is intended for the following purpose(s):

# Proves your identity to a remote computer
* Ensures the identity of a remote computer
» All issuance policies

Issued to: APPVD3.uran.local

Issued by: APPVO3.uran.local

Valid from 3/20/2026 to 3/20/2036

App-V client. On Windows 10 and 11 Enterprise, the App-V client is part of the system and is switched on
once in an administrative PowerShell session, then restart:

Enable-Appv

PS C:\windows\system32> enable-appv
App-V was successfully enabled.

Ps C:\windows\system32>

For MSIX-only clients, skip this step.

No ZeroPortal agent? Then the portal takes the place of the App-V publishing server, and you point
the Microsoft client at it yourself: publishing https://<portal>:<port>/AppVPublishing, reporting
https://<portal>:<port>/AppVReportReceiver, by group policy under System — App-V or with Add-
AppvPublishingServer. The handbook describes both paths, along with a recommendation on the
shared content store, in the chapter Distributing App-V packages. This guide takes the other path: the
agent.
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4. Install the agent

1. In the browser, open the portal's download centre (https://<server>:8080/Downloads) and download
the ZeroPortal Client Agent. The portal always offers the version matching the server.

& G [Ifl https://appv03.uran.IocaI:SOSO/DownloadsI B ¥ = 8‘ QC‘

Downloads & documents

a Key downloads and documents, primarily for administrators (for example the ZeroPortal client agent, in every available
version).

@ ZeroPortal Client-Agent ("1 version ]

Windows-Client-Agent fiir die MSIX-/App-V-/App-Attach-Auslieferung. Auf dem Zielgerat installieren; die Publishing-Server werden
per Gruppenrichtlinie (ADMX) konfiguriert.

-

= ZeroPortal Client-Agent (XX

B zZeroPortalAgent-1.0.32.msi @ 36MB @ 9/3/26,852PM

X Download

2. Edge and SmartScreen warn about a rarely-downloaded file. Choose Keep and Keep anyway; the file
comes from your own portal, SmartScreen just doesn't know it yet.

Downloads £ Q

0, ZeroPortalAgent-1.0.32.msi isn't
commonly downloaded. Make sure
you trust ZeroPortalAgent-1.0.32.msi  TiiJ
befare you open it.

¥ ZeroPortatAgent-1032 fmsi

Removed

Report this file as safe

Learn more

Auf dem Zielgerat installieren; die Publishing-Ser & Copy download link
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Downloads £ Q

Make sure you trust
ZeroPortalAgent-1.0.32.msi
before you open it

Microsoft Defender SmartScreen couldn't verify
if this file is safe because it isn't commonly
downloaded. Make sure you trust the file you're
downloading or its source before you open it.

Name: ZeroPortalAgent-1.0.32.msi
Publisher: Unknown

Report this app as safe

Learn more

Keep anyway

3. Run the MSI from the downloads folder, accept the licence agreement, and finish the wizard. The
service starts right away; no restart is needed. For mass rollout, the MSI works unchanged with your
software deployment tool or a group policy (handbook chapter 7).
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"8 ZeroPortal Agent Setup — X

Please read the ZeroPortal Agent License
Agreement

END USER LICENSE AGREEMENT (EULA) -
ZeroPortal I
Nick Informationstechnik GmbH - Version 2.2 (August
2026)

(English version first, German version below. In case of
discrepancies the German version prevails. / Englische
Fassung zuerst, deutsche Fassung darunter. Bei
Abweichungen gilt die deutsche Fassung.)

“ ENGLISH

1. Subject, Definitions, Eligible Licensees

1.1 "Software" means the ZeroPortal server
application, the ZeroPortal Agent (client), the
ZeroPortal PowerShell modules and all associated
components and documentation of Nick

Print Back # Install Cancel
"8 ZeroPortal Agent Setup = X
I Completed the ZeroPortal Agent Setup
. Wizard

Click the Finish button to exit the Setup Wizard.

4. The agent's icon appears in the tray. The menu behind the three dots offers settings, the log folder,
and deployment times. Service: running - no sync yet is the expected state right after installation.
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ZeroPortal Agent

Settings...
Open logs

Deployment times...

About ZeroPortal Agent

Exit

5. Under Settings, each user picks their own language, theme, and notifications. Central settings from a
policy or group policy take precedence.

Settings ¥

Language

Auto

heme

Dark

Show notifications

|:| Show framework packages

Show tooltips

Settings apply to this user. Central defaults (policy/GPQ) take precedence.

Cancel Save

5. App-V packages and connection groups

App-V packages are assigned to an AD group in the portal and published; the agent fetches them at the
next sync. Details on import and entitlements: handbook chapter 8.

1. Under App-V — Packages, three packages are published in the example: 7-Zip, mRemoteNG, and
Paint.NET. Assignment to the user group happens on the package page, under Access.
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&« C O https://appv03.uran.local e E\ T o= q.
> ZeroPortal O Package - Version Status Last Modified Actions
filter column filter column
© Appv
O 7Zip_x64.23.01  0.0.0.7 B Unpublished  9/9/26, 4:00 PM "X O a
222 Packages
& Connection Groups )  7Zip_x64_24.09  0.0.0.11 Published 9/1/26,4:34 PM "L O &
@ Reporting
O  AdobeAcrobatRea 0.0.0.27 B Unpublished 3/25/26,9:22 AM T X O &
MSIX
Policies (0 BoltBaitPack43  0.0.0.1 Published 9/4/26,11:08 AM ¥ X O a
Global Configuration w5
@] Chrome_x64_145. 0.0.0.141 8 Unpublished 3/25/26, 8:32 AM [ ] X (Y a2
Download
[J  mRemoteNG_x86. 0.0.0.1 Published 9/1/26,7:28 AM "L O a
O PaintDotNet_x64_ 0.0.0.1 Published 9/1/26,4:34 PM ¥ L O &

2. On the client, a click on Sync in the tray window is enough; otherwise the agent waits for its next
scheduled sync or the next sign-in.

ZeroPortal Agent

ZeroPortal Agent

3. The packages appear as Managed packages with Loaded 0 %: they are registered, and their content
streams in on first launch. The value rises as soon as an application is running.
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ZeroPortal Agent

7Zip_x64 24.09

mRemoteNG x86 1.76.20

PaintDotNet_x64 5.0.6

,E_( Unbenannt - paint.net 5.0.6

Datei Bearbeiten Ansicht Bild Ebenen ‘ ‘v
a8 & ) #

Werkzeug: 4* ~ | PinselgroBe: © | v‘ Harte: &

Wea |

[@]e] « o

> ZeroPortal Agent

Primé&rfarbe

7Zip_x64 24.09

mRemoteNG_x86_1.76.20

PaintDotNet x64 5.0.6

4. The App-V client itself can confirm this on the client:
powershell Get-AppvClientPackage *Paint*
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PS C:\windows\system32> Get-AppvClientPackage *Paint*

PackageId : TeeTd35f-cce8-Ule3-a35a-bcd21dd5ala2
VersionId : 82ecelae-5126-Ufa2-9957-f5817382819u
Name : PaintDotNet_x64_5.0.6

Version : 0.0.0.1

Path : \\appv@l\AppVShare$\PaintDotNet_x64_5.0.6\PaintDotNet_x64_5.0.6.appv
IsPublishedToUser : True

UserPending : False

IsPublishedGlobally : False

GlobalPending : False

InUse : False

InUseByCurrentUser : False

PackageSize : 655754418

PercentlLoaded H

Isloading H

HasAssetIntelligence : True

Connection groups run several packages in a shared environment, for example an application with its
plugins. Under App-V — Connection Groups, create the group, pick the packages and the entitled AD
group, and publish it.

Connection Groups Config

PDN-Testgruppe

Name PDN-Testgruppe Description
VersionText 2 Priority 10
Status | Published
Last Modified
ConnectedPackages dit  AD Access
uran\ZeroAppVUsers

PaintDotNet_x64 5.0.6
BoltBaitPack43
pyrochild.2014-2-08
TechnoRobbosPluginPak

O PDN-Testgruppe 1 Verdffentlicht 10

After the next sync, every member of the group appears in the tray window, the connection group is active
for the user, and the plugins show up in Paint.NET.
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> ZeroPortal Agent

Service: running - no sync yet

Managed packages (6)

?Zipﬁxﬁﬁr 24’09.. _
BoltE.aitPackdr-Si

m Re_r_noter;l-G-_x?yfi_T .76.20
ll.-"'a-iinf[_DotN-e;t-_xE?fl__S.D.B

pyrochild.2014-2-08

PS C:\windows\system32> Get-AppvClientConnectionGroup

GrouplId : b06636e0-7136-Ue0d-a620-c729783e2blf
VersionId : b7cfaacl-6d37-U4f98-b3bb-5eea®c728b73
Name : PDN-Testgruppe

IsEnabledToUser : True

UserPending : False

IsEnabledGlobally : False

GlobalPending : False

InUse : False

InUseByCurrentUser : False

PercentlLoaded : 17

Priority : 10
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E- Unbenannt - paint.net 5.0.6 = O X
Datei Bearbeiten Ansicht Bild Ebenen Korrekturen | Effekte ‘ ‘ Y ) to N 7]
= = ] i HE 7™ | @ Plugin-Fehler...
Werkzeug: 5? | PinselgroBe: B ‘ V| Harte: Farbe » |Abstand: &
Foto L Begradigen...
We...n Iterative lines » [H Film..
------ > Kiinstlerisch » | Leuchten..
O Dy Objekt » |E| Portrat weicher machen...
Q Rauschen » | ‘®  Rote Augen entfernen...
S Rendern » |#£ Seam Carving - Horizontal...
P ] Selection » | Seam Carving - Vertical...
|Z| & Stilisieren 4 EI Sharpen Landscape...
e Tools » is TR's Bokeh...
" ,:) | Unschérfe und Weichzeichner  » is TR's Dodge and Burn...
i Verzerren » is TR's Film Stock...
T 12] * Flip Horizontal 18 TR FilmStrip...
LA £ Flip Vertical 53 TR's PanoPDN..
& Random Effect... & is TR's Pixel Sharpener...
LinksKlick, um mit der Primarfarbe zu zeichn.. ;ﬁlﬂ 200 = 900 4598, 3 px = ScaleFactor.Percentage.Form is TR's Portrait Retouch...

Deployment times in the tray menu shows how long each step took.

Deployment times

MSIX App-V

mRemoteNG x86 1.76.20
PaintDotNet x64 5.0.6
TechnoRobbosPluginPak
7Zip_x64_24.09
BoltBaitPack43

pyrochild.2014-2-08

Total: 0.61s

6. Deploy an MSIX package

Using Firefox ESR as the example: get the package, put it on the share, import it, entitle it, publish it.
Background on signatures, formats, and downgrades: handbook chapter 9.
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1. Get the package. Many vendors ship MSIX packages through winget. Downloading without installing
puts the file in a folder of your choice:

powershell winget download --id Mozilla.Firefox.ESR.MSIX -d C:\temp\Store-Pakete\firefox\

PS C:\Users\Andi>| winget.exe download Mozilla.Firefox.ESR.MSIX C:\temp\Store-Pakete\firefox\
Gefunden Mozilla Firefox ESR (MSIX) [Mozilla.Firefox.ESR.MSIX] Version 153.2.0
Diese Anwendung wird von ihrem Besitzer an Sie lizenziert.

Microsoft ist nicht verantwortlich und erteilt keine Lizenzen fir Pakete von Drittanbietern.
Download Llauft

174 MB / 174 MB
Der Installer-Hash wurde erfolgreich iiberpriift

Installationsprogramm heruntergeladen:|C:\temp\Store-Pakete\firefox\Mozilla Firefox ESR (MSIX)_153.2.0_X64_msix_de-DE.msix
PS C:\Users\Andi>

2. Copy to the share. A subfolder per application inside the MSIX folder on the share keeps the
repository tidy.

AppVShare$ > MSIX > Firefox_esr

N Sort v =
Mame

" Mozilla Firefox ESR (MSIX) 153.2.0 X64 msix_de-DE.msix

3. Import. Under MSIX — Packages, click Add package, pick the repository, search for the package with

Subfolders on, and choose Import. The file stays on the share; the portal only creates the catalogue
entry.

ZeroPortal = Username: uran\Administrator Auth: Kerberos m

Q
.

EN 8 X

& Appv MSIX PaCkageS MSIX Packages

& MsIX v

MSIX Packages (J Show frameworks

£ Configuration

O Package Status Actions
‘B Ppolicies
* Global Configuration <

O @  Inkscape-x64-1.2.2 B Unpublished F 42 0 o
-+ﬂ Download Inkscape-x64

O B LibreOffice-x64-26.2.2 W Unpublished

LibreOffice-x64
Page Size 25 v

]
>
@
(-]
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Import MSIX/AppX package .

Pick a repository and navigate to the desired package. Recognised formats: .msix, .appx, .msixbundle, .appxbundle,
.appinstaller. The file stays in the repository — only the metadata row is created in the database.

Select Repository:

\\appvOl.uran.local\appvshare$ v

Path

\\appvOl.uran.local\appvshare$ = Browse

Q | i= Subfolders [

& VSIX\firefox\Mozilla Firefox (MSIX)_151.0.1_X64_msix_de-DE.msix 167.6 MB
@@ VSIX\Firefox_esr\Mozilla Firefox ESR (MSIX)_153.2.0_X64_msix_de-DE.msix 174.3MB
2 match(es)

=
0 >} Mozilla Firefox B Unpublished

u 4
Mozilla.MozillaFirefox u = \ e

4. Entitle it. On the package page under AD entitlements, use Add to search for the users' AD group and

apply it. Two characters are enough to search. Besides AD groups, MSIX also accepts portal groups,
internal users, and API clients.

Apply entitlements X

a2 Active Directory 2 Internal users P APl clients ‘&t Portal groups

© Domain groups and users. Two characters are enough; the domain prefix is resolved for you.

a )

‘s ZeroAdmins

‘e ZeroAppVUsers

‘@ ZeroPortalTest MSIXUser

‘m+ ZeroReadOnly
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AD entitlements E)

Princ... Type Scope

uran\ZeroPor RUETT User

5. Publish. Choose Publish at the top of the package page. After the next sync, the package shows up in
the tray window as an MSIX.

153.2.0.0 - X64 - Msix Application v
=
© Unpublished

ZeroPortal Agent

7Zip_x64_24.09
BoltBaitPack43
Mozilla.MozillaFirefox
mRemoteNG x86 1.76.20
PaintDotNet x64 5.0.6

pyrochild.2014-2-08

TechnoRobbosPluginPak

6. Prepare App Attach (optional, for terminal servers and VDI). On the Source & OS compatibility card,
Create CIM or Create VHDX builds the image next to the package on the share. Creation carries on in
the background even if you close the dialog. Whether a client gets the image or the classic package is
decided by the policy in the next section.
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Source & OS compatibility

\\appvo01l.uran.local\appvshare$\MSIX
\Firefox_esr\Mozilla Firefox ESR (MSIX)
~153.2.0_X64 msix_de-DE.msix

Create App Attach:

18 Create VHDX Create CIM

¥ Store license: m Add license ...

(¥ a)

Creating App Attach disk... X

i+ Creating CIM disk (msixmgr) — running for 0:06

You can close this dialog — creation continues in the background.

Close

7. Policy set and delivery format

Policies are bundled into policy sets. A set has a scope (which computers or users it applies to) and can
hold any number of policies. For a VDI or terminal-server set, the first policy is the delivery format. Basics
and filters: handbook chapter 10.

1. Under Policies, use New set to create a set, in the example VDI with priority 10.
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Tt en 6 X

Q

ZeroPortal = Username: uran\Administrator Auth: Kerberos m

Policies

Policy sets
A policy set bundles policies for a deployment scenario (e.g. terminal servers, VDI, notebooks). Click the name to edit —

policies are added and edited on the set detail page.

# Global Configuration <

Name Description Priority ~  Act... Policies
X Download

X ] 4

Create new policy set x

Name

VDI

Priority

10

Description

)

VDI DesktopsI ]

2. Use Edit scope to set the scope. In the example, the clients' OU; a computer name with wildcards, an IP
range, or an AD group also work. A set targeting computers also brings the user parts to whoever is
signed in on them.

No filter — the set applies to all devices/users.
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Scope: VDI X

Scope of the policy set — controls which devices/users the whole set applies to.

Without filters the set applies to all devices/users. Filters chain left to right (AND/OR); "Not" inverts the single filter. For AD groups enter the name

— itisresolved to a SID on save.

Not Filter 0U distinguished name (e.g. OU=VDI,DC=corp,DC=local)

If Organizationa v |OU=Test-Zeroagent,OU=uran,DC=uran,DC=local I

=+ Add filter

Cancel

3. Use Add policy to pick the MSIX delivery format template. Search filters the templates; the Machine
or User tag shows which sync the policy applies in.

Policies in this set

Add policy *
New from template Reuse existing
Q de All categories v All contexts v

,a, Agent configuration [ Machine | = MSIX delivery format [ Machine |
Configures the ZeroPortalClientAgent itself (package Controls per package-family pattern whether MSIX
lifecycle, tray, policy fine-tuning). action=D resets to the... packages are installed, delivered as App Attach (VHDX/CI...

icti AR

(] Desktop Restrictions (VDI Lockdown) (5] gg Package Downgrade Control [ Machine |
Hides or disables desktop surfaces a standard user does Per-package control over whether the agent may
not need on managed VDI/session-host desktops:... downgrade an already-installed package to the publishe...

4. Rules are evaluated top to bottom, the first match wins. The rule * / Framework / Msix is preset,
because frameworks always install the classic way. Below it, the rule * / Application / AppAttachCim

covers every application.
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MSIX delivery format

Controls per package-family pattern whether MSIX packages are installed, delivered as App Attach (VHDX/CIM) or
suppressed. Prioritized rule list (hierarchy): evaluated top to bottom, the FIRST matching rule per package wins -
so put specific rules at the top, general ones (e.g. *) at the bottom. Reorder by dragging the row handle. A rule can
additionally be limited to a package type (e.g. Framework). Machine policy: it is evaluated in the device context,
but the format applies to ALL packages on the device - user-entitled packages arrive e.g. as App Attach as well.

Policy name

MSIX delivery format

Search ...

#©  Package family name... Packagetype (Any=al... Delivery format @ Migrate ©

* Framework Msix ()
2 Application AppAttachCim ()

—

5. Arm the set with the Active switch; a new set starts out inactive.

Name Priority Active Revision
VDI 10 El 3
Description

VDI Desktops

At the next sync, the agent fetches the rules and delivers Firefox as App Attach (CIM); a package that was
already installed the classic way gets switched over. Deployment times show how long the package and

the policy run took.
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ZeroPortal Agent

7Zip_x64 24.09
BoltBaitPack43
Mozilla.MozillaFirefox
mRemoteNG x86 1.76.20
PaintDotMNet x64 5.0.6
pyrochild.2014-2-08

TechnoRobbosPluginPak

Deployment times

MSIX App-V

Morzilla MozillaFirefox o

User policy [ ]
Machine policy |

Total: 0.92 s

The Agent configuration template joins a set the same way. It sets agent switches centrally, without
group policy — for example clearing Kerberos tickets before every user sync, so new group memberships
apply without signing in again.

= Agent configuration
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Purge Kerberos tickets before the user sync @
v On

Agent/PurgeUserTicketsBeforeSync - Default: Off (0)

For a single device or a test, the same switch also works locally, in an administrative PowerShell session on
the client:

| Set-ZPAgentConfiguration -PurgeUserTicketsBeforeSync $true

Every switch in the template is a parameter like this; Get-zPAgentConfiguration shows all of them with
value and source. Values from a policy or group policy win over local ones.

8. Store package with dependencies

Packages from the Microsoft Store bring a licence file and dependencies on frameworks. The portal
recognises both and walks you through what's missing. Using Microsoft To Do as the example:

Store apps without the Store. winget can also download packages from the Microsoft Store,
including the licence file Windows needs for installation. This is how you deploy Store apps to devices
that have no access to the Store, or where it is blocked. The Store ID is in the product page's URL
(apps.microsoft.com/detail/9NBLGGH5R558), or comes from winget search "To Do" --source msstore.

1. Get it. winget downloads the package by Store ID; next to the bundle you'll then find the licence file
<ID>_License.xml. Copy both files to the share together; the portal recognises the licence file on import
and shows it on the package page under Store license. Put the frameworks (Visual C++, .NET Native,
Ul.Xaml) in their own folder.
powershell winget download --id 9nblggh5r558 -d C:\temp\Store-Pakete\ms-todo\

PS C:\Users\Andi> winget.exe download 9nblggh5r558 C:\temp\Store-Pakete\ms-todo\

Gefunden Microsoft To Do: Lists, Tasks & Reminders [YNBLGGH5R558] Version Unknown

Dieses Paket wird iiber den Microsoft Store bereitgestellt. WinGet muss das Paket méglicherweise im Auftrag des aktuellen Benutzers aus dem Micro
soft Store abrufen.

Vereinbarungen fiir Microsoft To Do: Lists, Tasks & Reminders [9NBLGGH5R558] Version Unknown

Version: Unknown

Herausgeber: Microsoft Corporation

Herausgeber-URL: https://go.microsoft.com/fwlink/?1inkid=846683

Herausgeber-Support-URL: https://go.microsoft.com/fwlink/?1inkid=2156338
Lizenz: https://go.microsoft.com/fwlink/?1inkid=842576
Datenschutz-URL: https://go.microsoft.com/fwlink/?LinkId=521839
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AppVShare$ > MSIX > ms-todo

N Sort -

Name

™ 9NBLGGH5R558 License.xml

n Microsoft To Do_ Lists, Tasks & Reminders_User_X64_msstore_en.yaml
' Microsoft.Todos_1.48.21892.0_Universal_X64.X86.Arm.appxbundle

' Microsoft.Todos_2.176.7601.0_Universal Arm64.X64.X86.msixbundle

MSIX > Framework-msix

N Sort

Name

i Microsoft.NET.Native.Framework.1.6_1.6.27413.0_Universal_Arm.appx
t Microsoft.NET.Native.Framework.1.6_1.6.27413.0_Universal_X64.appx
' Microsoft.NET.Native.Framework.1.6_1.6.27413.0_Universal_X86.appx
t Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_Arm.appx
' Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_Arm64.appx
' Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_X64.appx
' Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_X86.appx
' Microsoft.NET.Native.Runtime.1.6_1.6.24903.0_Universal_Arm.appx
' Microsoft.NET.Native.Runtime.1.6_1.6.24903.0_Universal_X64.appx
' Microsoft. NET.Native.Runtime.1.6_1.6.24903.0_Universal_X86.appx
' Microsoft.NET.Native.Runtime.2.2_2.2.28604.0_Universal_Arm.appx
' Microsoft.NET.Native.Runtime.2.2_2.2.28604.0_Universal_Arm64.appx
' Microsoft.NET.Native.Runtime.2.2_2.2.28604.0_Universal_X64.appx

‘ Microsoft. NET.Native.Runtime.2.2_2.2.28604.0_Universal_X86.appx

2. Import the bundle. As in section 6, searching for todo. For a bundle, the portal asks which
architectures to deliver; x64 is enough for workstations.
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Import MSIX/AppX package

Pick a repository and navigate to the desired package. Recognised formats: .msix, .appx, .msixbundle, .appxbundle,
.appinstaller. The file stays in the repository — only the metadata row is created in the database.

Select Repository:

\\appvOl.uran.local\appvshare$
Path

\\appv01l.uran.local\appvshare$ &= Browse

Q | %, subfolders|

s MSIX\ms-todo\Microsoft.Todos_1.48.21892.0_Universal_X64.X86.Arm.appxbundle 48,2 MB
i MSIX\ms-todo\Microsoft.Todos_2.176.7601.0_Universal_Arm64.X64.X86.msixbundle 86.8 MB
Select architectures x

This bundle contains packages for several architectures. Pick the ones you want to
deliver to endpoints — only the manifest dependencies of the selected architectures are
shown later.

(J arm64

x64

(J x86

3. Pull in the dependencies. The package page lists the dependencies from the manifest and flags
missing as long as a framework is not in the catalogue. import ... opens the import dialog directly with
the matching search term; pick the x64 variant. It then shows in catalog.
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Dependencies B from AppxManifest.xml

Microsoft.NET.Native.Framework.. A missing _ (1]

X64 - min 2.2.27912.0

Microsoft.NET.Native.Runtime.2.2 A missing import... @
x64 - min 2.2.27328.0

Microsoft.UI.Xaml.2.8 A missing import ... @
x64 - min 8.2306.22001.0

Microsoft.VCLibs.146.8@ A missing import . @

x64 - min 14.0.33519.0

Microsoft.VCLibs.148.€@.UWPDesktop A missing) import .. @
X64 - min 14.0.33728.0

a8 MSIX\Framework-msix\Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_Arm.appx 4.7ME

@@ MSIX\Framework-msix\Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_Arm64.a... 29MB

@ MSIX\Framework-msix\Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_X64.appx | s.0MmB

am MSIX\Framework-msix\Microsoft.NET.Native.Framework.2.2_2.2.29512.0_Universal_X86.appx  44MB

Microsoft.NET.Native.Framework.2.2 A\ in catalog o
X64 - min 2.2.27912.0

Microsoft.NET.Native.Runtime.2.2 Aincatalog @
x64 - min 2.2.27328.0

Microsoft.UI.Xaml.2.8 [T Aincatalos ©
x64 - min 8.2306.22001.0

Microsoft.VCLibs.140.00 A incatalog @
x64 - min 14.0.33519.0

Microsoft.VCLibs.14@.6@.UWPDesktop Aincatalog @
x64 - min 14.0.33728.0

4. Entitle it. Add the AD group on the main package; the dependencies pick up the entitlement
automatically and show entitled.
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AD entitlements

Principal ~  Type ~  Scope
uran\ZeroPortalTest_MSIXUse User i
Dependencies B from AppxManifest.xml

x64 - min 2.2.27912.0

x64 - min 2.2.27328.0

x64 - min 8.2306.22001.0

Microsoft.VCLibs. 140.00 B incastog

x64 - min 14.0.33519.0

Microsoft.VCLibs.140.00.UWPDesktop A incatalog

x64 - min 14.0.33728.0

5. Publish together. In the package list, use Show frameworks to reveal the frameworks, select every row,
and publish.

-] Package 4 Version +  Architect... + Format ~+ Status 4 Actions
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p.q Microsoft Visual C++ 2015 UWP Desktop Runtime
O Package
Microsoft.VCLibs.140.00.UWPDesktop

0 pq Microsoft Visual C++ 2015 UWP Runtime Package
Microsoft VCLibs.140.00

s Microsoft.Ul.Xaml.2.8

0 ©8  Microsoft .Net Native Runtime Package 2.2
Microsoft.NET.Native.Runtime.2.2

o ©o Microsoft .Net Native Framework Package 2.2

Microsoft.NET.Native.Framework.2.2

v Microsoft.Todos

14.0.33728.0

14.0.33519.0

8.2501.31001.0

2.2.28604.0

2.2.29512.0

2.176.7601.0

x64

x64

x64

x64

x64

neutral

Appx

Appx

Appx

Appx

Appx

MsixBundle

Published

Published

Published

Published

Published

Published

After the sync, the tray window shows To Do; the frameworks only appear with the Show framework

packages setting on.

ZeroPortal Agent

TZip_x64_24.09

BoltBaitPack43

Microsoft.Todos

Mozilla.MozillaFirefox

mRemoteNG x86 1.76.20

PaintDotNet x64 5.0.6

pyrochild.2014-2-08

TechnoRobbosPluginPak
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7Zip_x64_24.09

BoltBaitPack43

Microsoft. NET.Native.Framework.2.2

Microsoft. NET.Native.Runtime.2.2

Microsoft. Todos

Microsoft.VCLibs.140.00

Microsoft.VCLibs.140.00.UWPDesktop

Mozilla.MozillaFirefox

mRemoteNG_x86_1.76.20

PaintDotNet x64 5.0.6

9. Desktop policy

User settings come through the same set. The Desktop (wallpaper, theme, icons) template sets the
wallpaper, light or dark mode, the default icons, and, if you want, a BGInfo-style info overlay.

1. In the VDI policy set, use Add policy, search for desktop, and pick the template.

VDI VDI Desktops 10 v 2 9/8/26,4:33 PM » +
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Add policy X

New from template Reuse existing
Q| desktop ] All categories v All contexts v
. - a -
g Desktop Restrictions (VDI Lockdown)  ([E5) -_ Remote Desktop Session Host [ Machine |
Hides or disables desktop surfaces a standard user does not Server-side Remote Desktop settings for session hosts and
need on managed VDI/session-host desktops: shutdown. .. VDI machines: connections, session time limits, temporar...

‘P Remote Desktop - User Settings (0 L[ shortcuts

Per-user Remote Desktop policies: RD Gateway client Creates or removes shortcuts (desktop, start menu,
configuration, session time limits, Easy Print and clipboar... arbitrary folders). Icon order: portal icon (iconRef, cached. ..
g Desktop (wallpaper, theme, icons) [ User |

Configures the user's desktop: wallpaper, Windows theme,
light/dark mode, visibility of the standard desktop icons...

2. Set the image path, display, colour mode, and the icons. Individual effects has three states: not
configured, set, forced off. Pick the overlay from the stored definitions.

desktop (wallpaper, theme, icons) x

Zonfigures the user's desktop: wallpaper, Windows theme, light/dark mode, visibility of the standard desktop icons (Computer, Recycle Bin, ...) and an optional
:leanup of user desktop icons at logon. Registry parts take effect at next logon; the icon cleanup runs in the user sync.

Yolicy name

Desktop (wallpaper, theme, icons)

Action @ Image path @ Style @ Windows theme (.theme file) @

Set v \\uran.local\NETLOGON\Background. Fill v
Color mode (light/dark) @ Clean up user desktop icons @ Cleanup scope @ Desktop info overlay (BGInfo style) @

Dark v Not configured v Shortcuts only (.Ink/.url) v a
Individual effects (— = not configured, On = set, Off = enforce):

Hide "This PC" icon @

Hide "User's Files" icon @
Hide "Network" icon @

+ 0On Hide "Recycle Bin" icon @
Hide "Control Panel" icon @

Hide and disable ALL desktop items @

il

3. Save. The agent writes the registry entries at the next user sync; they show up at the latest at the next
sign-in.
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Because the set targets the computers' OU, the desktop policy applies to every user who signs in on one of
these computers. This behaviour needs Agent 1.0.36 or newer.

10. What comes next

* More clients: move computers into the OU, install the agent by software deployment. Everything else
comes from group policy and the portal.

* More applications: put the package on the share, import it, entitle it, publish it. Import new versions
as their own package; the published version wins.

* High availability, backup, logs, updates: handbook chapters 11 to 13.

* Troubleshooting on the client: Open logs in the tray menu opens the agent's log folder; the table of
common symptoms is in handbook chapter 13.
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